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JVN20 NYUASLPIN K7 IND ,NAIKNIENRION 1TV LN IND DN, 2NN DI
MM 2NN 7Y NIANY DPY 7Y DNON HNTIN AXN7 NAINYI M [IND'A 1'TAN7 DX N1
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Sue Surkes, "Satellite images of oil slicks off coast show recent spill far from a Aivn pn 8
one-off", The Times of Israel, February 28, 2021

Christian Bueger, "What Is Maritime Security?", Maritime Policy, 53, no. 1 (2015): 161-  °
164
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13 NIMIN?N NI212'0 120 72 2 TRINAT A 21N NN NN7wnn

A Whole-of-Government Approach — WGA; or: A) N'/M7wnNnn NTIAUN NNA0N N
YNNN7? N72Nn1 0K NaN? nTuil (Comprehensive Multi-Agency Approach
.DIIINN 727 NANIWNAT NNNINN N2RNA DMYHN DIANWAN NIK ONI?702 7817 T2 Qnivn

Duane M. Smith and Thomas C. Fitzhugh, International Perspectives on Maritime Security =~ 1©

(Washington D.C.: Department of Transportation, 1996), 1-4; Brett Doyle, "Lessons on

Collaboration from recent conflicts: The Whole of Nation and Whole of Government
Approaches in Actin", Inter-Agency Journal, 10, no. 1 (2019): 105122

,2021 NADIVONRINAN NITON ,"NAN |IONN NN UINI 'R — 0 ' 0T, TR awn 2 imy 1
.67-61,(2022 ,n9'N NDL'DIAIIN)

Brian Wilson, "The complex nature of today's maritime issues: why whole-of-government 12
frameworks matter", In Joachim Krause and Sebastian Bruns (eds.), Routledge Handbook
.of Naval Strategy and Security (New York: Routledge, 2016), 153-156

Ministry of Transport, "Maritime Security Strategy", New Zealand Ministry of Transport, 13
.December 2020
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https://www.transport.govt.nz/area-of-interest/resilience-and-security/maritime-security-strategy/

388

(jAN) 912 22 DNTU2aW D220 NN D219 QI DINT 7Y (ITN T 20 N2 Awan
NANINY K'AN DIRIN 2 YUTNI NI 22 NINADIIRD L17¢ NNLNNEDILIRL THPPN!
NN Awnn ¥.(0n 2N 1n3) 0'nton 0'ana NvN DTN NG ,N21Ua NEXAIK YW
N7 WGA Jan NNt IR 22 2 NIZIDN DANWNA VTN QI TV NI 1aw?
DMINNN D'NNRIM NRAN 271 ,0UN DWAITA OMIRD NIA2M 2 NM2IYN N1an?
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Whole of Government Framework) N'm?wnn nTiayv N1aon 20w 11an1 ninoy
NAYN 0N ,0MANN 19017 NAUN NINI NIL,N7WNNN N2 09 nawn (— WOGF
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D'M7YNN DUNITRE DMINDT DIIINY TWARD D' DAV 21010 1920 U710 NI
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16 pmiN 0N DUMLNYI 0NPY

The success of the multi-agency approach relies on effective maritime security system enablers.

The Maritime Security System

*  Sets the strategic
direction for the sector
and ensures system-
wide execution through
supporting working Operational Infrastructure
ges Coordination and Capabilities

Proactive and The capabilities and shared
reactive maritime systems that underpin multi-
security planning and k management
coordination

System
Enablers

Maritime Support sector governance, Policy
Domain help set strategic direction, Coordination

Awareness monitor performance and Helps governance
enable agencies to meet

their maritime security roles
and responsibilities

The collection, and maritime

maritime investment
information an priorities
intelligence

Partnerships

Domestic and international

partnerships maximise the

sectol h and enhance risk

mitigation efforts.

Responsible
agencies provide
comprehensive risk
management of
maritime security
threats and hazards

(TA2'T7 M NRY) M INDIA NM7YWNN NTIAY NN 2 1N
(Maritime Security Strategy 2002 Ijpn)

Terry A. Fellows Jr. & Jason L. Percy, A whole of government approach for national security 14
.(MBA professional report, Naval Postgraduate School, Calhoun, 2009), 4, 17-19

Andrea Baumann, Whole of Government: Integration and Demarcation (Center for
.Security Studies, ETH Zurich, 2013), 1-4

16

.Wilson, "The complex nature of today's maritime issues" 2016
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JIW TNN LM INDI 7Y UNAN Q13 210 28 TRN TN ONNA 9120 NNA0NN 7Y

1923'0

National Maritime) 1192102 M INLA? NMYNNN ATIAUN NNA0N 7Y NT27IN0a
Singapore Maritime Crisis) 0'"a' D'1AWN? 1922'0 120 NIV (Security System
Crisis) D2WN 71017 NXIApn 21012 DINM 11U 201172 opine (Centre — SMCC
D90 NANN TIWN '2"2I0 NNN NNXNAL NN Tpan 2:amy (Management Group
NX pTNN SMCCn .(Homefront Crisis Executive Group) 9112 DMawnN 21n17 NxIApa
[112N,0MI'K N2WNTANA NAINN N'MNA T 20 DAIWN D'ARN 12 DTN 171090 N1
DY NITTINNNY 0721 NIZI2 NINK ,NAXR (AT 0'UXIN 2V N1pal 21nn,0Mawn? Nann
227N [IWRIN NN TINY NYI7WNn 12711 727100 .0121IwN D137 DI 0P DNawn
D'7010 NIYYLMI922'00 0N 2'N 0N LM ANINY O'RINND 02IYN D'A1NN DRNIN
Pl M Niw L (Maritime and Port Authority of Singapore) 119210 2w 0l
Police) mubwnn 2w o'ainn wn ,(Immigration and Checkpoints Authority) ni7122
1913 DY DINT D22 TR 201372 N7 N'UXaN N2 Awn 100 .0annt (Coast Guard

7 ninaon 1mnn nNani nawn MmN, Wi

National Maritime Sense-making N'MIX? N NIVTIN NMIQ7 NNIAPN XN IWN 220N
NNIPNAN D'A0NIN 012N NINAENMIAN?A N2 NIDWNA DwnNwnn Group — NMSG
NNTNAI 19210 7Y M ANTNN NA'A02 0NN D'WA 22 %27 0'2'9119 NIXA7 T2 DN

Ministry of Defence, "Fact Sheet: Singapore Maritime Crisis Centre (SMCC) and Launch of 17
SMCC Next-Generation Maritime Sense-making System", MINDEF Singapore, November
12,2021
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NI2INN N2VUNN .Big-(data analytics) NTIwN NIANINN IX NIAIN ,D9N'NXIDIQ DMIN
NIDIWNN NN .NIRQDN AN DRI NNANE ['YITIN DR 2Y UTN MARN? NIVapa
NP'TA UTNN NINIR? NI2IVA D'UNXIAY DYDY [IND M DY NANWN XN 1790
National Maritime D"n' D'WUNXANY NMIK?N NXIAPN KN 'Wwn 20nn B.own 192
D'MWAN O'W'NINY7 D2HILN9 N1 ,001M'R uxann ,Operations Group — NMOG
NITTINNNI AW [ATA VIXIANDINTIN NIZID DR 19Y7 NN DNP2 NTN2ENPA I
[INDA7 NN'YN NID DY 12100 OXN' 1781 DWININY D220 D'7'A0N2 IN DT N1 .01 DY
1277 UNINY DYDY 0191AN DN 1I9X2'0 'YX 7w (Maritime Security Task Force) mt

19 nbwa nmik? nanninuan

A1pn) .(SMCC) 0 0MawNY 11932'0 12102 NIPAN 1I9A'0 YW [IND'AIYIN NTYI:3 N
2O(MINDEF Singapore 2014

DIYY DY NHX WIR 7Y 201472 1107 DIN N7 (N1 VIR DNT T2INNY DMIERD 12
2V V1219 NN N UPIAL,DITININA 11922107 D127 NITVIM MY N0 MY 7Y NNl
201572 21 in012 R vani uTnn IR NMSG™0 qnw 721,017 1oa WIURT 2w unT
012'N7 NTVIW N1 [19'0 2V IRINIDIQ W"UNT JNIN N'NIANYAN N2'2N N2UN NNnt
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Zain Shauk, "Malware on Oil Rig Computers Raises Security Fears", Houston Chronicle 16
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Northern California area maritime security committee, cyber security Newsletter, Edition  1°
.2018-07, July 2018

Paola Rossi, Itai Sela, Adam Rizika, Diogenes Angelidis, Mark Duck, and Ron Morrison, 20
Cyberdefence of Offshore Deepwater Drilling Rigs. Offshore Technology Conference,
Virtual and Houston, Texas, August 2021

Tests Show Ease of Hacking ECDIS, Radar and Machinery, The Maritime Executive, 2!
.December 21, 2017



https://homeport.uscg.mil/Lists/Content/Attachments/27366/Newsletter%201807.pdf
https://onepetro.org/OTCONF/proceedings-abstract/21OTC/2-21OTC/D021S025R005/466828
https://maritime-executive.com/article/tests-show-ease-of-hacking-ecdis-radar-and-machinery
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Ethical hackers demonstrate weaknesses in shipboard systems, Digital Ship, January 2, 23
.2018

The Challenge, NavalDome Website, Retrieved December 2022 %



https://www.thedigitalship.com/news/maritime-satellite-communications/item/5284-ethical-hackers-demonstrate-weaknesses-in-shipboard-systems
https://navaldome.com/threat.html
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.Rossi et al., Cyberdefence of Offshore Deepwater, 2021 2°

Mahesh Sonawane, Ryan Koska, Mike Campbell Riser failure study IDs well control weak 26
links, Drilling Contractor News, March 15, 2012

National Commission on the BP Deepwater Horizon Qil Spill and Offshore Drilling, Deep 27
Water: The Gulf Qil Disaster and the Future of Offshore Drilling. Report to the President,
January 2011



https://drillingcontractor.org/riser-failure-study-ids-well-control-weak-links-14604
https://drillingcontractor.org/riser-failure-study-ids-well-control-weak-links-14604
https://drillingcontractor.org/riser-failure-study-ids-well-control-weak-links-14604
https://www.govinfo.gov/app/details/GPO-OILCOMMISSION
https://www.govinfo.gov/app/details/GPO-OILCOMMISSION
https://www.govinfo.gov/app/details/GPO-OILCOMMISSION
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International Electrotechnical Commission (ISA/IEC) 62443, Security for industrial 28
automation and control systems, Part 4-1: Secure product development lifecycle
requirements (2018); DNVGL-CP-0231 Cyber security capabilities of systems and

.components, (2018)



https://webstore.iec.ch/publication/33615
https://www.semanticscholar.org/paper/DNVGL-CP-0231-Cyber-security-capabilities-of-system/d36c4efd4969b2672ad74f1440551169e2ab7388
https://www.semanticscholar.org/paper/DNVGL-CP-0231-Cyber-security-capabilities-of-system/d36c4efd4969b2672ad74f1440551169e2ab7388
https://www.semanticscholar.org/paper/DNVGL-CP-0231-Cyber-security-capabilities-of-system/d36c4efd4969b2672ad74f1440551169e2ab7388
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"The ocean Economy in 2030", OECD, 2016, (pp. 119-126, 128-130): "These include *
Automated Identification System (AIS), Electronic Chart Display and Information System
(ECDIS), Integrated Bridge Systems/Integrated Navigation Systems (IBS/INS), automatic
radar plotting aids (ARPA), radio navigation, long-range identification, and tracking (LRIT)
systems, Vessel Traffic Service (VTS) and the Global Maritime Distress Safety System
(GMDSS). Moreover, ships now carry global satellite navigation systems (GNSS) and will
.soon all have reliable ECDIS"



https://ufmsecretariat.org
https://hms.haifa.ac.il/index.php/he/component/content/article/24-2018-10-29-11-11-06/287-overview-of-the-blue-economy-in-israel-existing-situation-and-opportunities?Itemid=108
https://hms.haifa.ac.il/index.php/he/component/content/article/24-2018-10-29-11-11-06/287-overview-of-the-blue-economy-in-israel-existing-situation-and-opportunities?Itemid=108
https://read.oecd-ilibrary.org/economics/the-ocean-economy-in-2030_9789264251724-en#page1
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https://www.gov.il/he/departments/news/civil-aviation
https://techtime.co.il/2021/06/30/drones-2/
https://techtime.co.il/2021/06/30/drones-2/
https://innovationisrael.org.il/press_release/5881
https://innovationisrael.org.il/press_release/5881
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