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Ravie Lakshmanan, Microsoft Documents Over 200 Cyberattacks by Russia Against, 1!
.Ukraine, The hacker news, April 29, 2022

.Federal Bureau of Investigation, Internet crime report 2021, FBI IC3, 2022 2

Nathan Brubaker, Keith Lunden, Ken Proska, Muhammad Umair, Daniel Kapellmann Zafra,
Corey Hildebrandt, Rob Caldwell, Incontroller: New State-Sponsored Cyber Attack Tools
Target Multiple Industrial Control Systems, Mandiant, April 13, 2022; Pipedream: Chernovite's
.Emerging Malware Targeting Industrial Control Systems, Dragos, Free whitepaper, April 2022

Scott Ferguson, New Ransomware Targets Industrial Controls: Report, Info risk today,
.February 5, 2020

Antony J. Blinken, Attribution of Russia's Malicious Cyber Activity Against Ukraine, U.S. >
.Department of State, May 10, 2022
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UTI NAXNI TIDN T2V NIRIND DXAXYI DN DN 2017 DTHAni 1Mn DI MYIn
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National Marine Electronics Association, NMEA 2000, standard for serial-data °
networking of marine electronic devices, Version 2, December 2014; Eric S. Raymond,
NMEA Revealed, Retrieved December 2022

F. Akpan, G. Bendiab, S. Shiaeles, S. Karamperidis, & M. Michaloliakos, Cybersecurity 1©
.Challenges in the Maritime Sector. Network, 2, no. 1 (2022): 123-138

.Thomas Rid & Peter McBurney, Cyber-Weapons, The RUSI Journal, 157, no. 1 (2012): 6-13 11
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.Eve Blakemore, Support for Windows XP ends in April 2014, Microsoft, April 30,2013 12
.Windows 7 support ended on January 14, 2020, Microsoft, 2020 3
.Windows 10 Home and Pro, Microsoft, 2021 14
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IMO, International Maritime Organization maritime knowledge centre "sharing maritime 1°
.knowledge", Current Awareness Bulletin, XXIX(11), November 2017

Zain Shauk, "Malware on Oil Rig Computers Raises Security Fears", Houston Chronicle 16
.Energy, February 23, 2013

.The guidelines on cyber security onboard ships, Version 4 (2021) 1/
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.2018-07, July 2018

Paola Rossi, Itai Sela, Adam Rizika, Diogenes Angelidis, Mark Duck, and Ron Morrison, 20
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Virtual and Houston, Texas, August 2021

Tests Show Ease of Hacking ECDIS, Radar and Machinery, The Maritime Executive, 2!
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