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:International Telecommunication Union (ITU), Global Cybersecurity Index (GCI) 2018 2
https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2018-PDF-E.pdf

L(TAl POT) NUANIN N1 ,0'INDN DDA NIMYNLNITP NITOX ,NI'D0A IWNINN 120 'WNlR 3
TIVI D' DNIV2IA NN 110101 N1 MDY NNAN M MINDIA NIY'Y NINAN NI NNAN
United States Senate, Report of United States Senate Committee on Armed :IX XIX NNAITY
Services, inquiry into cyber intrusions affecting u.s. transportation command contractors,
iii, 2014; Coast Guard Maritime Commons site, Lt. Jodie Knox, Coast Guard Commandant
on Cyber in the maritime domain, June 15, 2015; The Columbian, Dameon Pesanti, Port
of Vancouver meeting hindered by cyberattack, March 10, 2017; The New York Times site,
Thomas Erdbrink, Facing Cyberattack, Iranian Officials Disconnect Some Oil Terminals
From Internet, published April 23, 2012; Clarkson PLC Annual Report 2017, Page 19, 83;
Danish Broadcasting Corporation news site, Michael Lund and Niels Fastrup, Fremmed
stat spionerede mod dansk ministerium (Foreign State spied on Danish ministry), published
.September 21, 2014

U.S.A Navy, Marine Corps, and Coast :N9IXI 2"NIX YW NM' N'ALIVON 'DNON INY NAITY 4
Guard, A Cooperative Strategy for 21ST Century Seapower, March 2015, page 33-34;
France National strategy for the security of maritime areas, October 2015, page 23-24.
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.(Maritime and Port Authority of Singapore) MPA 119A1'0 D¥ D' nanl 0N
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Singapore Ministry of Trade and Industry, Enterprise Singapore, Industry Profile, 2018: 5
https://www.enterprisesg.gov.sg/industries/type/sea-transport/industry-profile

Singapore Ministry of Defence, Fact Sheet: The Malacca Straits Patrol, 21 Apr 2015: 6
https://www.mindef.gov.sg/web/portal/mindef/news-and-events/latest-releases/article-
detail/2016/april/2016apr21-news-releases-00134

Singapore's Cybersecurity Strategy, Cyber Security Agency of Singapore, 100ct2016: https:// 7

www.csa.gov.sg/~/media/csa/documents/publications/singaporecybersecuritystrategy.pdf

Lloyds list, One Hundred Ports 2019: https:/lloydslist.maritimeintelligence.informa.com/
one-hundred-container-ports-2019

Cyber Security Agency of Singapore, Singapore’s Operational Technology Cybersecurity 8
Masterplan 2019, 01 Oct 2019, page 41: https://www.csa.gov.sg/~/media/csa/documents/
publications/ot_masterplan/csa_ot_masterplan.pdf
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NWIXpn NYownY Toml (Singapore Shipping Association) 1IDA1'0 YW NIID0ON
01120 YIN DINNA XWN ['2,07TN NID 1'WIN 1INKX KIntL,(Singapore Polytechnic)
D'>N101 0N NIYA IN'WA NID'YD NIN'PNN 22 70112 17210 1INV TAY -'VXNKNI
NNAIT 'M' 12"0 IV XWNY NIYVTIA NIYYNY [NNVAY 1IDAI'D YW NIIDON NTIANI

11 m12rxn1 '01DN AN NX 010N 0NN

DINNA 9p'N NIANT NIDNA0 payn NiniL,2018 yIna npinY D111 WINN 120N pIn
D'T'poN VAl (Commissioner of Cybersecurity) 119A1'0 ¥ 12"'0 NNVAX NINNY
NNWONNN NI'DND INWN |12 ,1VAP] NINKD WA T2 IN INyLN DIN'Y 0'501)
VAIID NIAIN Yalp PINN 12" V'R NIDVNNE VTN 9Ny ,n'pn L, vTn §io'N
,NIID0 NMII2VN 2IN11 10 NNAIT M ITAN NN NTAINY NIMYNA 1210 [IN01Y

127191 NOXNIYI9'N NIZWYD ,pIo TN NMYN ,0NRAIDY 02110 Y1yDn

NDX ,NI1'D0] AT TI'Y NIANA NTRINAN M’ 12D |INVA DINNA 1PNA NNOIN
[1270N1711DA1'D2 NNIAA NYOWN NITOIN DY 09NN DN NIYA YW NIy fin'wa DIved
13 (Singapore Maritime Institute) SMI 11DA1'0 YW M

Singapore Computer Emergency Response Team (SingCERT), Maritime, 08 Oct 2019: 9
https://www.csa.gov.sg/singcert/publications/maritime

Maritime and Port Authority of Singapore, New 24/7 Maritime Cybersecurity Operations 10

Centre to Boost Cyber Defence Readiness, 16 May 2019: https:/www.mpa.gov.sg/

web/portal/home/media-centre/news-releases/detail/8a5114cf-8214-4b46-8999-
2c6c42433ble

Maritime and Port Authority of Singapore, Shaping the Future of a Cyber-smart Maritime 11
Industry, 24 April 2018: https://www.mpa.gov.sg/web/portal/home/media-centre/news-
releases/detail/0c373e30-7ff8-4a8a-a1d8-32bd3299ea4d

Singapore Legislation Division of Attorney-General's Chambers, Cybersecurity Act 12
2018, 12 Mar 2018: https://sso.agc.gov.sg/Acts-Supp/9-2018/Published/20180312?Doc
Date=20180312; Cyber Security Agency of Singapore, Cybersecurity Act, Explanatory
Statement: https://www.csa.gov.sg/~/media/csal/cybersecurity_bill/cybersecurity%20
act%20-%20explanatory%20statement.pdf

Singapore Maritime Institute, About us: https://www.maritimeinstitute.sg/about-us; Maritime 13
and Port Authority of Singapore, New 24/7 Maritime Cybersecurity Operations Centre to
Boost Cyber Defence Readiness, 16.5.2019.




255

VAILD WIXpN VTN QN 52101 ,NI'TA 15010 DY D"pNN MIXDI N2IVD [IiN'y
70mM DNN 2016 NIWA ,NNAITY .NWIN NIDWDD NIYAN NI'0MP NIMYN NIAND
DNID YW D1 NN XN NINN NNAIT “T1%10 oy 12'"0 [INVaa NYIYD qIN'Y
D00W NPONNI IDAID XD N2'A0N NIANE 0'WN NINYVA] POIVR MINDIA
N2IVD 'DIN'W NWI NNPN N11ONN 1IDAI'0 YW 0'Onal 0 Niwan 151210 Inva
DMI'X 220 YT'NA IN'Y NNNONY DX D'MNIALNIDApN NIYA DY D'IRD)A

1673310 v

NIWA 125'W 119A1'0 YW 12100 NNVAX NIDI0 T DY DDNINN D'AIND 120 AN
MM 2NN NITMY NN JXYN 2,102 090NN AN N 1K 2019-1 2017
NI [IN25 NNLNA DINX D"V DTAN 1992 DHDANN .0AAN 12D 'WININD

17 qran-2 nd1vys Ay JIN 0'MIvAYN 120 YINIRD

DTIVONK YNl 0TIV YNl - TIYIA DY M'n annNn

n'vron (NCSC) 12"D NNLANXD MINON 1NN NNAIT TIVIN DY 1270 'DIA 1D0N
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NN'w 'poo 2NN pInn 18 (Directive (EU) 2016/1148) NIS Directive DINNA 'DIN'NN
NI'DND NIPavIn 122 0112 120 NNVAN NIYNTA NTNYA AW annn Y510 N
Computer Security Incident Response) CSIRT-? IN pINA 1VApIW NOwnn 'Twnd

Singapore and the Netherlands to Strengthen Cyber Security Cooperation, Cyber Security 14
Agency of Singapore, 12 Jul 2016: https://www.csa.gov.sg/news/press-releases/csa-signs-
mou-with-the-netherlands-to-strengthen-cyber-security-cooperation

MPA, 8th Co-operation Forum addresses key issues relating to Straits of Malacca and 15
Singapore, October 2015: https://www.mpa.gov.sg/web/portal/home/media-centre/news-
releases/detail/c8c677d0-07d1-4d9c-b634-ac416c4c29e9; Co-operative Mechanism on
Safety of Navigation and Environmental Protection in the Straits of Malacca and Singapore,
October 2015: https://www.soefartsstyrelsen.dk/Presse/Nyheder/Documents/Program_
Co-operative%20Forum_Singapore.pdf

Maritime and Port Authority of Singapore, New 24/7 Maritime Cybersecurity Operations 16
.Centre to Boost Cyber Defence Readiness, 16.5.2019

Cyber Security Agency of Singapore site, 11 Cll Sectors Tested on More Complex Cyber 17
Attack Scenarios, 04 Sep 2019:
https://www.csa.gov.sg/news/press-releases/exercise-cyber-star-2019

Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016: 18
https://eur-lex.europa.eu/eli/dir/2016/1148/0j
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Netherland Network and Information Systems Security Act (Wet beveiliging netwerk- en 19
informatiesystemen), Act of 17 October 2018:
https://wetten.overheid.nl/BWBR0041515/2019-01-01#Hoofdstuk4_Paragraafl_Artikel5

World shipping Council, Top 50 World Container Ports: http://www.worldshipping.org/about- 20
the-industry/global-trade/top-50-world-container-ports

Erasmus University Rotterdam, Centre for Urban, Port and Transport Economics, The 21

Rotterdam effect, 18 Dec 2018: https://www.eur.nl/en/upt/news/rotterdam-effect; W.

Heijman et al, The impact of world trade on the Port of Rotterdam and the wider region of
.Rotterdam-Rijnmond, Case Studies on Transport Policy, 5 (2017) 351-354

Port of Rotterdam Authority, Facts and Figures, 2019: https:/www.portofrotterdam.com/ 22
sites/default/files/facts-and-figures-port-of-rotterdam.pdf

Netherland Network and Information Systems Security Act (Wet beveiliging netwerk- 23

en informatiesystemen), Act of 17 October 2018; Decision on network and information

:security (Besluit beveiliging netwerk- en informatiesystemen), Decree of 30 October 2018
https://wetten.overheid.nl/BWBR0041520/2019-01-01

Safety of Life at Sea NInxn p>n 11'n (International Ship and Port Facility Security) ISPS TIip 24
NYPNNY DTN 211 NIMYNAINI0A [INV'AN NX PTNY X'N TIpn NLVN (SOLAS Convention)
International Maritime :INY 9012 YT Tipn NX DY 021NN (Contracting Parties) ninxa
Organization (IMO), SOLAS XI-2 and the ISPS Code: http://www.imo.org/en/OurWork/
Security/Guide_to_Maritime_Security/Pages/SOLAS-XI-2%201SPS%20Code.aspx

Regulation (EC) no. 725/2004; Netherland Port Security Act: 25
https://wetten.overheid.nl/BWBR0016991/2010-10-01
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PortofRotterdam, Policy documentportcyber notification desk: https://www.portofrotterdam. 26

com/sites/default/files/policy-document-port-cyber-notification-desk.pdf?token=waAgc_

VH; Port Cyber Hotline operational, 11 June 2018: https://www.portofrotterdam.com/en/
news-and-press-releases/port-cyber-hotline-operational

Port of Rotterdam site, Port of Rotterdam appoints Port Cyber Resilience Officer, 13 June 27
2016: https://www.portofrotterdam.com/en/news-and-press-releases/port-of-rotterdam-
appoints-port-cyber-resilience-officer

Port of Rotterdam site, How the Port of Rotterdam is investing in cybersecurity, 06 December 28
2016: https://www.portofrotterdam.com/en/news-and-press-releases/how-the-port-of-
rotterdam-is-investing-in-cybersecurity

:Port of Amsterdam Annual Report 2018, page 67, 72-73. Published on 6 May 2019 29
https://jaarverslag2018.portofamsterdam.com/wp-content/uploads/2019/06/Port-of-
Amsterdam-Annual-Report-2018 _final.pdf
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Port of Amsterdam, Cyber security in the North Sea Canal Area (NSCA): https:/www. 31
portofamsterdam.com/en/port-amsterdam/organisation/cyber-security-nsca

Canada Action Plan for Critical Infrastructure, Date modified: 2018-01-31: 32
https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/pln-crtcl-nfrstrctr/index-en.aspx#aB

NATO Association of Canada, Canada’s Cyber Security: A Discussion with Public Safety 33
Canada, 22 August 2018: http://natoassociation.ca/canadas-cyber-security-a-discussion-
with-public-safety-canada

Public Safety Canada, Fundamentals of Cyber Security for Canada's C| Community, Date 34
modified: 2019-01-21: https://www.publicsafety.gc.ca/cnt/rsrcs/pblctns/2016-fndmntls-
cybr-scrty-cmmnty/index-en.aspx
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Transport Canada, Marine Security Operations Bulletin, No: 2014- 001: https://www.tc.gc. 35
ca/media/documents/marinesecurity/MSOB_BSOM_2014-001-en.pdf

Transport Canada, Understanding Cyber Risk: Best Practices for Canada’s Maritime Sector 36
Page 16-17: http://publications.gc.ca/collections/collection_2016/tc/T86-21-2016-eng.pdf

UK Department for Transport & Institution of Engineering and Technology, Ports and port 37
systems: cyber security code of practice, 16 August 2016: https://www.gov.uk/government/
publications/ports-and-port-systems-cyber-security-code-of-practice; Ship security: cyber
security code of practice, 2017: https://www.gov.uk/government/publications/ship-security-
cyber-security-code-of-practice

France Ministry of Environment, Energy and The Sea, Directorate-General for Infrastructure, 38
Transport and the sea, Maritime Affairs Directorate, Cyber Security - Assessment and
Protection of Ships, September 2016 Edition: https://www.ecologique-solidaire.gouv.fr/
sites/default/files/Guideline%201%20-%20Cyber%20security%20-%20Assessment%20
and%20protection%200f%20ship.pdf; Cyber Security — Reinforcing the Protection of
Industrial Systems on a Ship, France Directorate-General for Infrastructure, Transport and

.the sea, Maritime Affairs Directorate, January 2017 Edition

Transport Canada, Transport Canada defends Canada’s waterways and coastlines, 2019- 39
03-07: https://www.tc.gc.ca/eng/transport-canada-defends-waterways-coastlines.html
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Government of Canada, Marine Security Operation Centres, 2013-05-23: https:/www. 40
tc.gc.ca/eng/marinesecurity/operations-269.html; Canadian Coast Guard site, 2017-12-14:
http://www.ccg-gcc.gc.ca/eng/CCG/Maritime-Security/MSOC

Port of Vancouver, Security and Emergency Management, Partners section: 41
https://www.portvancouver.com/about-us/security-emergency/partners

Danish Ministry of Finance, Danish Cyber and Information Security Strategy 2018-2021, 42

Page 8, 40: https://en.digst.dk/media/17189/danish_cyber_and_information_security _

strategy_ pdf.pdf; Danish Maritime Authority, Cyber and Information Security Strategy for

the Maritime Sector: https://www.dma.dk/Documents/Publikationer/Cyber%20and%20
Information%20Security%20Strategy%20for%20the%20Maritime%20Sector.pdf

MAERSK Site, News Release, A.P. Mgller - Maersk A/S Cyber attack update, June 28, 2017: 43
http://investor.maersk.com/node/19831/pdf

DMA, Cyber and Information Security Strategy for the Maritime Sector, page 8-9. 44

Denmark Threat Assessment Branch under the Centre for Cyber Security, The cyber threat 45
against the maritime sector, March 2017: https://fe-ddis.dk/cfcs/CFCSDocuments/The
Cyber Threat_to_the_Maritime_Sector_march.pdf
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Danish Maritime Authority, Danish Maritime Cybersecurity Unit: 46
https://www.dma.dk/SikkerhedTilSoes/Cybersikkerhed/Sider/default.aspx

Center for Cyber Securityy, De samfundskritiske sektorer og CFCS drgfter 47
haendelseshandtering og varsler: https:/fe-ddis.dk/cfcs/nyheder/arkiv/2019/Pages/tredije-
moede-i-vidensdelingsnetvaerket.aspx

New maritime regulation supports prevention of cyber attacks, Danish Maritime Authority, 48
31 January 2019: https://www.dma.dk/Presse/Nyheder/Sider/New-maritime-regulation-
prevention-of-cyber-attacks.aspx

Danish Maritime Authority, Order no. 46 of 15 January 2019, Order on the security of network 49
and information systems of importance to the safety and navigation of ships: https://www.
dma.dk/Vaekst/Rammevilkaar/Legislation/Orders/Order%200n%20the%20security%20
of%20network%20and%20information%20systems%200f%20importance%20t0%20
the%20safety%20and%20navigation%200f%20ships.pdf

DMA, Cyber and Information Security Strategy for the Maritime Sector, page 6-7. 50
Ibid, page 9-10. 51
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Maritime Transportation Security Act of 2002, Executive Order 13636, Presidential Policy 52

Directive 21, the Department of Homeland Security Blueprint for a Secure Cyber Future

(2011), the 2014 DHS Quadrennial Homeland Security Review, the National Infrastructure
.Protection Plan of 2013, and the Department of Defense Cyber Strategy of 2015

Maritime Transportation Security Act of 2002, 107th Congress, PUBLIC LAW 107-295— 53
NOV. 25, 2002: https://www.congress.gov/107/plaws/publ295/PLAW-107publ295.pdf;
Electronic Code of Federal Regulations (e-CFR) Title 33. Navigation and Navigable Waters
Chapter |. Coast Guard, Department of Homeland Security, Subchapter H. Maritime
Security Part 104-106. Vessels: Shttps://www.law.cornell.edu/cfr/text/33/part-104; https://
www.govinfo.gov/app/details/CFR-2009-title33-vol1/CFR-2009-title33-voll-part104

Title 33 Code of Federal Regulations (CFR) §101.305 — Reporting, page 341-342: 54

https://www.govinfo.gov/content/pkg/CFR-2015-title33-vol1l/pdf/CFR-2015-title33-vol1-

sec101-305.pdf; U.S. Coast Guard, Marine Safety Information Bulletin, Cyber Adversaries
.Targeting Commercial Vessels, May 24, 2019

U.S DHS, National Cybersecurity and Communications Integration Center: https:/www. 55
us-cert.gov/sites/default/files/FactSheets/NCCIC%20ICS_FactSheet_ NCCIC%20ICS_
S508C.pdf

Marine Safety Alert, Cyber Incident Exposes Potential Vulnerabilities Onboard Commercial 56
Vessels, July 8, 2019: https://www.dco.uscg.mil/Portals/9/DC0O%20Documents/5p/CG-
5PC/INV/Alerts/0619.pdf

U.S Coast Guard, The Maritime and Port Security Information Sharing & Analysis Center: 57

https://homeport.uscg.mil/Lists/Content/DispForm.aspx?ID=45422&Source=/Lists/
Content/DispForm.aspx?ID=45422; MPS-ISAQ site: https://mpsisao.org
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Port of los Angeles, Port Proposes the Creation of a Cyber Resilience Center with 58
Stakeholders, April 25, 2019: https://www.portoflosangeles.org/references/news_042519
cybersecurity

Port of Los Angeles Cyber Resilience Center, Request for Proposals, July 24, 2019: https:// 59
kentico.portoflosangeles.org/getmedia/5d304eb8-71cf-4ba5-992c-86e311b5a682/RFP-
Port-of-Los-Angeles-Cyber-Resilience-Center

NATO Cooperative Cyber Defence Centre of Excellence, National Cyber Security Strategy 60
Guidelines, 2013: https://ccdcoe.org/uploads/2018/10/NCSS-Guidelines_2013.pdf;
European Union Agency for Cybersecurity, NCSS Good Practice Guide, November 14,
2016: https://www.enisa.europa.eu/publications/ncss-good-practice-guide/at_download/
fullReport; International Telecommunication Union (ITU), Guide to Developing a National
Cybersecurity Strategy, 2018: https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-CYB
GUIDE.01-2018-PDF-E.pdf
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